The 2025 Federal Cloud Playbook

A Strategic Guide to Security, Compliance, and
Modernization in High-Assurance Environments
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The Mandate: Evolving from ‘Cloud First’
to a ‘Cloud Smart’ Strategy
The decade-old ‘Cloud First’ policy O
gave broad authority to adopt cloud. :)}- [f | v
The current ‘Cloud Smart’ strategy is |1l

a practical implementation guide for Security Brocisment Workforce
g overnm ent missions tO fu I |y Emphasizing data-level Leveraging the Investing in reskilling
5 g protectionsand a government's bulk and retaining federal
aCtU al |Ze th - prom |ISe Of Cl O'Ud multi-layer defense purchasing power and employees to manage
strategy (defense-in- using strategic modern cloud
te C h no Iogy depth) rather than just practices like category environments

perimeter security. management. effectively.

It is founded on three key pillars:
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The Landscape: Mapping the High-Assurance
Cloud Environments

U.S. government agencies and contractors require cloud environments that are physically and logically isolated, operated by
vetted U.S. personnel, and designed to meet stringent federal compliance mandates. Three primary CSPs offer dedicated solutions.

adWs

]
AWS GovCloud (US)

The market pioneer, launched in 2011.
A physically and logically isolated
cloud built for the strictest U.S. federal
and DoD standards.

Key Attributes

 First-mover advantage
* Broad service parity

« Extensive customer base inthe
federal space

mm Microsoft Azure

Microsoft Azure Government

A dedicated government cloud that
leverages Microsoft's deep enterprise
footprint. Competes directly with
AWS GovCloud.

Key Attributes

» Seamless integration with
Microsoft enterprise tools
(Office 365, Entra ID)

« Strong in hybrid cloud scenarios

£Y Google Cloud

Google Cloud Assured Workloads

A framework that applies governance
guardralls to standard Google Cloud
regions, rather than a fully separate
cloud.

Key Attributes

* Focuses on enforcing data
residency and personnel controls
through configuration

 Strongin Al, machine learning, and
data analytics
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At a Glance: Comparing the Government Cloud Leaders

Metric

Market Share (2025)
Launch Year
Global Regions

Government Compliance
Focus

Compute Services
Storage Services
Database Services

Best For

dWSs AWS
31-33%
2006

33

FedRAMP High, DoD IL2, IL4,
IL5, ITAR, CJIS via dedicated
AWS GovCloud (US) regions.

EC2, Lambda
S3,EBS

RDS, DynamoDB

= Microsoft Azure
21-24%

2010

60+

FedRAMP High, DoD IL2, IL4,
IL5, IL6, ITAR via dedicated
Azure Government regions.

Virtual Machines, Functions
Blob Storage, Managed Disks

SQL Database, Cosmos DB

Scalability, broad service catalog Microsoft users, hybrid cloud

Footnote: Data sourced from Dynatech Consultancy (2025) and The GovCloud Advantage (2025) analysis.

Y Google Cloud Platform (GCP)
1%

2008

40

FedRAMP High, DoD IL2, IL4,
ITAR via Assured Workloads
framework in standard regions.

Compute Engine, Cloud Functions
Cloud Storage, Persistent Disk
Cloud SQL, Cloud Datastore

Al, data analytics
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Decoding Microsoft 365: GCC vs. GCC High vs. DoD

Microsoft offers distinct cloud environments for government users, each with increasing levels of security and
compliance controls. Choosing the correct environment is critical for meeting regulatory requirements.

GCC (Government Community Cloud)

 Description: A clone of the commercial Microsoft 365 suite, but with data
centers located only within the continental U.S. (CONUS) to meet
FedRAMP Moderate.

« Infrastructure: Azure Commercial

» Users: State, local, federal, and tribal governments

- Limitations: Insufficient for most CUI, CDI, and ITAR data handling.

GCC High

» Description: A copy of the DoD cloud environment, built to meet
FedRAMP High impact requirements. Intended for the Defense Industrial
Base (DIB) and federal agencies handling sensitive data.

« Infrastructure: Azure Government (physically and logically isolated)

« Compliance: Meets requirements for CUI, ITAR, and DFARS.

« Personnel: Operated by screened U.S. persons.

DoD Cloud

« Description: Purpose-built exclusively for the U.S. Department of Defense.
Meets the stringent requirements of DoD SRG IL5 and IL6.

« Infrastructure: Azure Government

» Users: DoD personnel only. Not available to contractors.
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The Rules of Engagement: The Federal Compliance Gauntlet

FedRAMP: The Federal Baseline

The Federal Risk and Authorization
Management Program provides a standardized
approach to security for all federal civilian
agencies. Baselines include Moderate and

High.

Data Sovereignty Controls: Data
Handling Mandates

Regulations like ITAR (International Traffic in
Arms Regulations) and CJIS (Criminal Justice
Information Services) impose strict controls on
data location and personnel access (U.S. soill,
U.S. persons only).

DoD SRG & CMMC: The Defense
Standard

The DoD Cloud Computing Security
Requirements Guide (SRG) defines Impact
Levels (ILs) for data sensitivity. The
Cybersecurity Maturity Model Certification
(CMMC) 2.0 is mandatory for all contractors in
the Defense Industrial Base (DIB).

TIC 3.0: The Modernized Perimeter

The Trusted Internet Connections 3.0
framework modernizes network security,
moving away from a rigid, physical-chokepoint
model to one that supports cloud and mobile
workforces.
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Compliance Deep Dive: FedRAMP and DoD

Impact Levels

FedRAMP (Federal Risk and
Authorization Management Program)

Standardizes security assessment, authorization,
and continuous monitoring for cloud products.

Key Benefit: An ATO (Authority to Operate) can be
used government-wide, decreasing the time and
cost for other agencies.

FedRAMP High: For the government's most sensitive,
unclassified data in cloud computing environments
(400+ controls).

FedRAMP Moderate: The most common baseline,
covering CUL.

DoD Cloud Computing SRG
(Security Requirements Guide)

Categorizes cloud environments based on the
sensitivity of the data they store and process.
Builds on FedRAMP with DoD-specific controls.

IL5: Mission-critical and highly sensitive CUI. Requires
dedicated infrastructure and U.S. citizen-only
personnel.

IL4: Controlled Unclassified Information (CUI). The
most common level for DIB contractors.

IL2: Publicly releasable and low-sensitivity
unclassified data.
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Compliance Deep Dive: CMMC 2.0 for the DIB and Data Sovereignty

CMMC 2.0 (Cybersecurity Maturity
Model Certification)

Mandate: A prerequisite for

-
doing business with the DoD. < E';E g F
Any company handling N -
Controlled Unclassified g % b o
Information (CUI) must implement

NIST 800-171 controls
and obtain third-party
certification.

The “CMMC Cloud Effect":
CMMC rules mandate that
contractors handling CUIl "must

rely on cloud providers that meet
FedRAMP Moderate (or \L

equivalent) standards or higher.”
CQB (EB
v v

AWS Azure
GovCloud Government

Data Sovereignty Controls

ITAR (International Traffic in Arms Regulations)

Rule: Export-controlled defense data (e.g.,
technical schematics) must only be handled by
U.S. persons and stored in the U.S. @

Cloud Implication: Requires a cloud
environment (like AWS GovCloud or Azure
Government) operated by screened U.S. citizens
where no foreign nationals have logical access.

CJIS (Criminal Justice Information Services)

Rule: The FBI's security policy for criminal justice
data (e.g., criminal records, biometrics).

Cloud Implication: Requires a compliant cloud that
signs CJIS agreements and implements controls
like fingerprint-based background checks for
administrators.

f

)
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The Modernized Perimeter: Understanding TIC 3.0

Then: TIC 2.0 Legacy Model Now: TIC 3.0 Modern Model
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The Shift Goal Implementation

TIC 3.0 moves from a centralized, Toimprove performance by allowing direct Involves routing application traffic through
on-premises data collection model to a access to cloud applications, while a cloud-native firewall (like Azure Firewall
cloud-based approach that supports maintaining security through updated or a WAF) and logging all transactions for
modern applications. reference architectures and controls. centralized analysis and compliance (e.g.,

sending logs to CISA CLAW).
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Operational Doctrine: Acquiring Cloud
Services Effectively

Insights from the GSA's Cloud Contracting Quick Reference Guide.

Contract at the Enterprise Level

“Whenever possible, contracting for laaS cloud
services should be done at the enterprise level to
maintain the most control and most consistent
pricing." This leverages the government's scale
and maximizes buying power.

Evaluate Reseller Value

Understand the difference between a simple
reseller (broker) and a Value-Added Reseller (VAR)
who provides management services and assumes
risk. Ensure systems integrators provide
transparency into underlying cloud costs.

Demand Transparent Unit Pricing

Avoid consolidated or "lot" pricing from resellers.
"Costs should be provided as unit costs per
service or SKU." This enables a "like-to-like"
analysis of CSP proposals. Use cloud cost
calculators to estimate needs based on inventory.

Use LPTA for Pure Infrastructure

“If the Government's requirement is limited to one
particular CSP and competition is amongst re-
sellers....a Lowest Price Technically Acceptable
(LPTA) source selection would be best.”
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Operational Doctrine: Managing Costs with FInOps Best Practices

FinOps is the practice of bringing financial accountability to the variable spend model of cloud,
enabling teams to make trade-offs between speed, cost, and quality.

Commitment-Based
Discounts

Once workloads are stable, use
Reserved Instances (Rls) or Savings
Plans to get significant discounts (up
to 70%+) over on-demand pricing by

Compute Rightsizing

Avoid overprovisioning. A "lift and
shift” from on-prem often creates
overallocated resources.
Continuously monitor utilization
(CPU, Memory) to adjust instances

High-Value

committing to 1- or 3-year terms. B to the right size and type.
Optimization
Practices
(from GSA _
Storage Management FinOps Pilot) Scheduling

Rightsizing: Adjust disk volume
storage based on actual needs.

Cleanup: Identify and delete

For intermittent workloads like
dev/test environments, schedule
downtime. “Pay by the hour but
unattached disk volumes and decommission short term compute

manage old snapshots to avoid loads when not needed.
paying for unused storage. This is a high-value, low-effort win.
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Operational Doctrine: Ensuring Mission
Continuity with Cloud Disaster Recovery

Low Cost / High RTO & RPO

Backup and Restore

The simplest approach. Data is
backed up to a recovery region. In
a disaster, infrastructure is
redeployed from code (laC) and
data is restored.

Best For: Mitigating data
loss/corruption; workloads with
higher RTO/RPO tolerance.

5 |
E
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Pilot Light

A copy of core infrastructure (e.qg.,
databases) is always running in
the DR region.

Application servers are

“switched off" and are only
provisioned during a failover.

Key Feature: Minimizes cost

while keeping core infrastructure
ready.

High Cost / Near-Zero RTO & RPO
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Warm Standby

A scaled-down but fully functional
copy of the production
environment is always running in
the DR region.

It can handle traffic

immediately at reduced capacity.

Key Difference: It can process
requests immediately, only
requiring scale-up.

Multi-Site Active/Active

The workload runs simultaneously

in multiple regions, with traffic
served from all of them.

The most complex and costly
option.

RTO/RPO: Can reduce recovery
time to near-zero.
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The Mission in Action: High-Assurance Collaboration Use Cases

<@

FedRAMP Authorization &
Continuous Monitoring

Scenario

A SaaS provider uses a GovCloud VDR to
manage sensitive documentation (System
Security Plans, scan results) between itself,
a 3PAQ assessor, and the sponsoring
agency.

Advantage

 Creates a single, secure, and auditable
source of truth for the entire FedRAMP
lifecycle, replacing insecure email and file
shares. All user actions are logged for
compliance.

N

Defense M&A
Due Diligence

Scenario

An investment bank manages a due
diligence process for an aercspace
contractor. The VDR hosts CUl and ITAR-
controlled technical data.

Advantage

The GovCloud VDR enforces granular
permissions, ensuring foreign bidders
cannot access ITAR data while U.S.
bidders can. A full audit trail tracks every
document view, preventing leaks and
satisfying regulators.

CMMC / CUI Program
Collaboration

Scenario

A prime contractor and its subcontractors
use a persistent GovCloud workspace for
day-to-day sharing of CUI related to a DoD
program.

Advantage

Enforces CMMC 2.0 controls continuously.
All data remains in a compliant environment
(FedRAMP High / IL5), and all access is
logged, providing audit-ready evidence of
compliance with NIST 800-171.
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Conclusion: A Successful Federal Cloud
Strategy is an Integrated Discipline

A successful federal cloud strategy in 2025 is not just
about choosing a provider.

* High-Assurance Infrastructure: Selecting the right
GovCloud environment (AWS, Azure, Google) for the
specific workload.

 Deep Compliance Mastery: Proactively navigating
the complex rules of FedRAMP, CMMC, ITAR, and
TIC 3.0.

 Smart Operational Practices: Implementing
effective acquisition strategies, FinOps for cost
control, and resilient DR planning.

Infrastruc

©) Ultimate Goal: To securely accelerate the mission,

Acquisitiﬂn\_//operaﬁuna improve service delivery to citizens, and protect the
nation’s most sensitive data.
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