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Executive Summary 

The modern digital state is moving from siloed databases to integrated Government 
Data Exchange Platforms (GDXP).  

This shift is powered by the Once-Only Principle, which ensures citizens and 
businesses provide information to public administrations only once.To deliver this vision, 
governments deploy layered architectures featuring blockchain for integrity, distributed 
exchanges like X-Road, and automated orchestration. 

The Once-Only Principle eliminates redundant data requests by allowing authorities to 
retrieve verified information from authoritative registries—with explicit consent. It cuts 
administrative burden, reduces errors, and limits unnecessary data collection while 
respecting privacy. 
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Government Data Exchange Platforms 
(GDXP) 
The modern digital state is transitioning from siloed database models toward integrated 
Government Data Exchange Platforms (GDXP).  

This evolution is driven by the "Once-Only" principle, which mandates that citizens and 
businesses should only provide information to public administrations a single time. To 
fulfill this vision, governments are leveraging sophisticated technical architectures, 
including blockchain-based integrity layers, distributed data exchanges like the X-Road, 
and automated orchestration services. 

Estonia serves as the global benchmark for these efforts, utilizing Keyless Signature 
Infrastructure (KSI) and the X-Road platform to secure national registries. Concurrently, 
initiatives like the United Kingdom’s "Tell Us Once" service demonstrate the practical 
application of event-driven architectures to reduce administrative burdens.  
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From Once-Only Principle to Seamless 
Interoperability 
The Once-Only Principle (OOP) represents a fundamental shift in public administration 
philosophy. Instead of repeatedly requesting the same documents—such as proof of 
address, income verification, or professional qualifications—authorities retrieve verified 
data from existing registries with explicit user consent.  

This reduces administrative burden, minimizes errors from manual re-entry, and 
enhances user experience while strengthening data privacy by limiting unnecessary 
collection and central storage. 

In the European Union, the Once-Only Technical System (OOTS), launched in 
December 2023 under the Single Digital Gateway Regulation, enables cross-border 
data exchange for 21 key procedures, including professional qualifications recognition 
and permit applications. Citizens and businesses simply consent once via an existing 
public service portal; relevant data flows securely between competent authorities 
without creating new central repositories or requiring additional apps. 

This principle demands robust technical foundations. Siloed systems cannot support it 
without creating security vulnerabilities or integration nightmares. Enter the GDXP: a 
layered, interoperable infrastructure that acts as the "data highway" of the digital state. 

The Magic of "Once-Only": A Guide to the Frictionless 
State 

The "Once-Only" principle represents a paradigm shift in public service delivery. Rather 
than requiring users to repeat data entry across different departments, the state creates 
a fluid ecosystem where data is shared and reused under strict security protocols. 

●​ Reduced Administrative Burden: Minimizing the time and effort required for 
citizens to interact with the state during major life events (birth, marriage, 
bereavement). 

●​ Process Efficiency: Streamlining internal government workflows by eliminating 
redundant record-keeping. 

●​ Data Integrity: Ensuring that updates to a "master record" are reflected across 
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all authorized agencies. 

In the traditional bureaucratic model, the burden of data management falls on the 
individual. If you move house, you must notify the tax office, the health department, and 
the licensing bureau separately.  

The "Once-Only" Principle (OOP) flips this script. It is a paradigm shift where citizens 
and businesses provide information to public administrations exactly once. From that 
point, the state takes responsibility for the secure internal sharing and reuse of that 
data. 

For a digital transformation architect, the "So What?" is clear: we are moving from a 
"siloed" bureaucracy—where every department acts as an isolated island—to a 
dynamic, fluid ecosystem. This transition treats the citizen’s time as a finite, respected 
resource rather than an administrative input. 

Traditional Model Once-Only Model 

Manual Repetition: Citizens fill out 
identical forms for every agency. 

Automated Reuse: Data is provided once 
and shared via secure protocols. 

Siloed Databases: Fragmented 
records with no synchronization. 

Interconnected Ecosystem: Real-time 
updates across the state apparatus. 

Reactive Service: The burden is on 
the user to trigger updates. 

Proactive Governance: The state 
anticipates needs based on data triggers. 

Manual Verification: Physical 
documents are required to prove facts. 

Digital Proofs: Verification happens via 
secure, machine-to-machine exchange. 

 

This seamless user experience is made possible by a sophisticated "invisible engine" 
that ensures data moves between agencies with absolute security and legal authority. 

The "Tell Us Once" Experience: A Deep Dive into the UK 
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Model 

To see the Once-Only Principle in action, consider the UK’s "Tell Us Once" service. 
This system addresses the administrative complexity of bereavement—a life event 
where citizens "least feel like doing" paperwork. By informing a single registrar, a family 
triggers a cascade of notifications to several critical government agencies. 

Each agency receives the notification and takes a specific administrative action: 

●​ HM Revenue and Customs (HMRC): Updates personal tax records and cancels 
tax credits or child benefit claims. 

●​ Department for Work and Pensions (DWP): Ceases state pension payments 
and updates active benefit records like Universal Credit. 

●​ Passport Office: Cancels the deceased’s British passport to ensure identity 
security and prevent fraud. 

●​ Driver and Vehicle Licensing Agency (DVLA): Cancels the driving license and 
removes the deceased as the registered keeper for up to five vehicles. 

●​ Local Councils: Updates Council Tax records, cancels Blue Badges, and 
removes the individual from the Electoral Register. 

To trigger this automated workflow, the service requires several specific "Master Data" 
points to ensure accuracy and Non-Repudiation: 

●​ National Insurance number and Date of Birth 
●​ Passport, Driving License, and Vehicle Registration numbers 
●​ Address of the deceased 
●​ Details of the executor or administrator (Name, Address, and Contact info) 

The Insight: This service is voluntary and secure. It represents a compassionate 
application of the "Once-Only" model, focusing on reducing administrative friction during 
a high-stress life event. 

While the UK model is a reactive notification service, nations like Singapore and New 
Zealand have pushed further into a proactive, data-pulling model. 

Workflow and Notifications 

When a death is registered, the registrar provides a unique reference number valid for 
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28 days. Once authorized, the service notifies several key agencies: 

●​ HM Revenue and Customs (HMRC): Updates personal tax records and cancels 
benefits like Tax Credits. 

●​ Department for Work and Pensions (DWP): Cancels benefits such as the State 
Pension or Universal Credit. 

●​ DVLA: Cancels driving licenses and removes registered keeper details for up to 
five vehicles. 

●​ Passport Office: Cancels valid British passports. 
●​ Local Councils: Updates Council Tax, removes names from the Electoral 

Register, and cancels Blue Badges. 
●​ Public Sector Pension Schemes: Updates records for Civil Service or NHS 

pensions. 

Users must provide the deceased's date of birth, National Insurance number, and 
details of their next of kin and executors. Commercial organizations (banks, utility 
companies) are not notified by this service and must be contacted separately. 

Fulfilling the "Once-Only" mandate requires a strategic shift from simple 
request-response interactions to an Event-Driven Architecture (EDA). In this model, a 
single administrative trigger—such as a death registration—cascades into an automated 
series of notifications, drastically reducing the burden on the bereaved. 

The 'Tell Us Once' Framework: Bereavement Implementation 

Agency 
Notified 

Action Taken 

HMRC Update personal tax records; cancel tax credits; update Child 
Benefit. 

DWP Cancel DWP benefits; cease state pension payments; update 
Universal Credit. 

DVLA Cancel driving licenses; remove registered keeper details; cancel 
vehicle tax. 

 

 

DigitalGov.network | Page 7 

https://digitalgov.network/


Passport 
Office 

Cancel valid British passports to prevent identity theft and fraud. 

Local 
Councils 

Update Council Tax; cancel Blue Badges; remove from electoral 
register. 

Pension 
Schemes 

Update records for Civil Service, NHS, or Armed Forces Pension 
Schemes. 

Veterans UK Cancel Armed Forces Compensation or War Pension payments; 
check for survivor benefits. 

Proactive Interaction: Singapore’s MyInfo and New 
Zealand’s SmartStart 

Singapore’s MyInfo platform offers "instant provisioning" by pulling verified government 
data directly into service applications. Similarly, New Zealand’s SmartStart integrates 
services around the birth of a child. In these models, the citizen doesn't just "tell" the 
government once; the government proactively "knows" and responds. 

The core insight here is the shift to an Event-Driven Architecture (EDA). Under this 
model, the government uses Change Data Capture (CDC) to monitor primary registries 
for state changes. When an event occurs—like a birth registration—the system utilizes 
Event Carried State Transfer (ECST) to push the necessary data directly to consumer 
agencies (like tax or social services) without the user ever making a second request. 

Event-Driven Architecture (EDA): A design where systems are "loosely coupled" and 
only act when they detect a specific "event"—a meaningful change in state, such as a 
birth or a change of address—allowing government services to respond asynchronously 
in real-time. 

This proactive model feels effortless to the user, but it rests on a technical foundation 
designed to prevent unauthorized access or data tampering. 
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Core Architectural Components of a 
Modern GDXP 
Effective GDXPs typically combine several complementary layers: 

Government Data Exchange Architectures 

A national data exchange manages how power and data are distributed between central 
authorities and individual agencies. 

The selection of a governance model for a national data exchange is fundamentally a 
reflection of administrative culture and constitutional structure. This choice dictates how 
power is distributed, how quality is enforced, and how accountability is maintained 
across the state apparatus. Our objective is to move away from rigid, legacy hierarchies 
toward a model that balances central standard-setting with departmental agility. 

Comparative Analysis of National Data Governance Models 

Governance 
Dimension 

Centralized Model Decentralized Model Federated (Hybrid) 
Model 

Ownership Single central 
platform/team 

Individual business 
units 

Distributed with 
central oversight 

Policy 
Enforcement 

Uniformly from the 
center 

Embedded within 
agencies 

Central standards, 
local execution 

Speed of 
Change 

Slower (Central 
approvals) 

Faster (Local 
autonomy) 

Balanced 
(Standards + Agility) 

Security 
Surface 

Concentrated 
(High-value target) 

Distributed 
(Resilient to SPOF) 

Managed through 
gateways 
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Compliance 
Risk 

Uniform but 
potentially rigid 

Variable across 
domains 

Consistent via 
shared protocols 

Primary 
Examples 

India API Setu Estonia X-Road EU OOTS 

Evaluating Model Trade-offs 

The Centralized Model ensures high standardization but inevitably creates 
"bureaucratic bottlenecks" where the central hub collapses under the weight of agency 
requests, often driving departments to bypass official channels. Conversely, the 
Decentralized Model treats the exchange as a peer-to-peer network, leveraging 
localized expertise. However, this model demands a high level of "technical maturity" 
across all participating agencies to prevent a fragmented, inconsistent data landscape. 

Recommendation: The Federated Model 

For complex government structures, the architecture demands a Federated (Hybrid) 
Model. This approach provides a "balanced" framework where a central council 
establishes high-level data classifications and standards, while individual domains retain 
the agility to implement these policies within their specific operational contexts. This 
ensures that the "ingredients" of the exchange—core citizen attributes—remain 
high-quality and interoperable. This governance provides the necessary oversight for a 
distributed security topology, exemplified by the X-Road architecture. 

The X-Road Blueprint 

The X-Road is a peer-to-peer data exchange ecosystem that connects disparate 
government systems without a central database of citizen records, serving as the 
benchmark for secure, distributed exchange. 

●​ Central Server: Manages the registry of members and publishes the "Global 
Configuration" (trusted CAs and security parameters). It never processes actual 
citizen data. 

●​ Security Servers (Gateways): Mandatory mediators for all calls. They enforce 
mTLS channels, apply digital signatures, and provide time-stamping for 
non-repudiation. 
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●​ Information Systems: Internal agency applications that interact with Security 
Servers via REST or SOAP, abstracting cryptographic complexity. 

This distributed architecture ensures that data-in-transit is protected, but stored data 
requires a higher level of mathematical assurance. 

Decentralized Data Exchange Layer 

The backbone is often a distributed, peer-to-peer system rather than a central broker. 
X-Road, originally developed in Estonia in 2001 (as X-tee), exemplifies this approach. It 
is an open-source software solution that enables secure, standardized data exchange 
between organizations over the internet while maintaining organizational autonomy.  

Data owners retain full control; exchanges occur directly between parties with no 
intermediary storing the messages. X-Road provides built-in features for: 

Security — Mutual authentication of organizations, encrypted transport, and 
detailed logging. 

Interoperability — Standardized message protocols and service discovery. 

Scalability — Support for thousands of connected systems without performance 
degradation at the core. 

Estonia's X-Road connects over 900 institutions and enterprises, powering more than 
3,000 digital services and saving thousands of working years annually in administrative 
efficiency. Finland adopted it nationally, and in 2018 the two countries federated their 
ecosystems—the world's first X-Road Trust Federation—enabling seamless 
cross-border exchanges of population, business, and tax data.  

The model has spread globally: Iceland, the Faroe Islands, parts of Brazil, Germany (for 
healthcare pilots), and others have implemented or adapted X-Road variants. Its 
open-source nature (managed by the Nordic Institute for Interoperability 
Solutions—NIIS) allows customization while preserving core security guarantees. 

Blockchain-Based Integrity Layers — While X-Road handles secure transport, 
blockchain (or distributed ledger technology) ensures tamper-evident records of data 
and transactions. Estonia integrates its Keyless Signature Infrastructure (KSI) 
Blockchain to timestamp and hash system events, providing mathematical proof of data 
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integrity without exposing content.  

Any unauthorized modification is instantly detectable, bolstering trust in high-stakes 
environments like health records, land registries, or e-voting. Blockchain complements 
rather than replaces traditional databases. It creates an immutable audit trail for "who 
accessed what, when," enhancing transparency and accountability while supporting 
GDPR-style data minimization principles. 

Automated Orchestration and Consent Services 

Modern GDXPs include orchestration engines that automate workflows: discovering 
available data sources, routing queries, enforcing access policies, and handling consent 
revocation. Semantic interoperability standards ensure data from disparate systems is 
understandable across borders or agencies. Base registries (authoritative sources for 
core data like identities, addresses, or company details) feed into this layer, reducing 
duplication. 

Orchestration is the automated coordination of complex workflows across multiple 
systems. It differs from simple automation by managing dependencies and reacting 
dynamically to events. 

Event-Driven Architecture (EDA) 

To implement services like "Tell Us Once," governments must move toward EDA, where 
an action in one agency triggers a cascade of notifications across the sector. 

●​ Event Carried State Transfer (ECST): Carrying data directly to consumer 
agencies to decouple services. 

●​ Orchestration Layer: A dedicated service (e.g., Apache Kafka) that coordinates 
interactions between modern cloud components and legacy on-premises 
systems. 

●​ "Leave and Layer": Wrapping legacy systems in API wrappers to allow them to 
participate in modern event flows without a total rewrite. 

Governance and Security Overlay 

Centralized policy management (e.g., access rights, legal agreements) coexists with 
decentralized execution. This hybrid model balances sovereignty with collaboration. 
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Additional features often include monitoring dashboards, high-availability clustering, and 
integration with digital identity systems (e.g., eIDAS in Europe) for strong authentication. 

Privacy by Design: Your Data, Your Control 

Once-Only technology is the practical implementation of Privacy by Design, a 
requirement under Article 25 of the GDPR. This ensures that privacy is not an 
afterthought but a core architectural component. 

Learner’s Cheat Sheet: The 7 Principles of Privacy by Design 

●​ Proactive, not Reactive: Preventing privacy leaks before they happen via 
identification of vulnerabilities. 

●​ Privacy as the Default Setting: The strictest protections are applied 
automatically; no "opt-in" required. 

●​ Privacy Embedded into Design: Protection is a core functionality, not an 
"add-on." 

●​ Full Functionality: Delivering both security and a high-quality user experience 
(Positive-Sum). 

●​ End-to-End Security: Full lifecycle protection from data creation to destruction. 
●​ Visibility and Transparency: Ensuring processes are open to independent 

verification. 
●​ Respect for User Privacy: A user-centric approach that keeps the citizen in 

control. 

The Architect's "So What?": Modern systems use Zero-Knowledge Proofs (ZKP) to 
achieve the ultimate data minimization. A ZKP allows the government to verify a fact 
(e.g., "the citizen is over 18") without ever seeing or storing the actual date of birth. 
However, architects must account for a performance trade-off: ZKPs are 
computationally intensive, often taking seconds or even minutes to generate a single 
proof. 

These legal and technical protections culminate in the final layer of a "joined-up" 
government: semantic understanding. 

Blockchain Infrastructure for Governmental Services 

Blockchain technology provides a distributed, immutable ledger for securing sensitive 
governmental records. While often associated with cryptocurrencies, its application in 
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government focuses on data integrity and "proof of existence." 

Technical Security Objectives 

Objective Description Cryptographic Method 

Confidentiality Restricting access to authorized 
individuals only. 

Encryption and ciphers. 

Integrity Guaranteeing data has not been 
modified by unauthorized parties. 

Cryptographic hash 
functions. 

Authentication Verifying the identity of entities and the 
origin of data. 

Digital signatures and 
PKI. 

Availability Ensuring authorized entities have 
constant access to data. 

Redundancy and 
disaster recovery. 

Public vs. Private Blockchains 

●​ Public (Unpermissioned): Decentralized and independent of a single authority. 
They use consensus mechanisms like Proof-of-Work (PoW) to prevent 
misbehavior, though they can be resource-intensive and difficult to modify. 

●​ Private (Permissioned): Based on the authority of trusted peers. These are 
more efficient and allow for easier protocol updates, but their security depends 
heavily on the integrity of the trusted nodes. 

The Estonian KSI Blockchain 

Estonia utilizes Keyless Signature Infrastructure (KSI) to provide a signature service 
for government registries. 

●​ Hash Trees (HT): KSI uses HTs to aggregate vast numbers of signing 
operations. 

●​ Data Privacy: Only hash values of documents are sent to the service; the 
original data never leaves the owner's premises. 
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●​ Quantum Resilience: By avoiding trapdoor functions and relying on 
hash-function cryptography, KSI signatures are considered immune to future 
quantum-computational attacks. 

The Integrity Layer: KSI Blockchain and Forensic Auditability 

The ultimate risk in a national exchange is "Privilege Abuse"—unauthorized data access 
by internal actors. To mitigate this, we shall implement a Trust Substrate based on the 
Keyless Signature Infrastructure (KSI) Blockchain. 

KSI provides an immutable audit trail using hash-function cryptography. Its 
differentiators include: 

●​ Hash-Function Cryptography: KSI utilizes Hash Trees (HT) and a "Hash 
Calendar," avoiding the risks associated with traditional asymmetric keys. 

●​ Massive Scale: The architecture is capable of signing trillions of records per 
second with negligible overhead, providing the necessary throughput for a 
national economy. 

●​ Quantum Immunity: By eschewing the "trapdoor functions" found in RSA, KSI 
remains resilient against future quantum-computational attacks. 

●​ Physical Publication: Top hashes are periodically published in hard-to-modify 
physical media, ensuring that even a total infrastructure compromise cannot 
"rewrite history" without detection. 

While the X-Road model provides security for data-in-transit, the KSI model 
guarantees the integrity of data-at-rest. This combined approach ensures that any 
modification of historical records is mathematically detectable. 
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Real-World Impact and Benefits 
Countries implementing mature GDXPs report transformative outcomes: 

●​ Efficiency gains — Reduced paperwork, faster service delivery, and lower 
operational costs. Estonia estimates X-Road contributes significantly to its digital 
economy, with 99% of public services online. 

●​ Citizen-centric services — Proactive, "no wrong door" government where data 
follows the user. Cross-border scenarios, such as a Finnish resident accessing 
Estonian services or vice versa, become frictionless. 

●​ Resilience and sovereignty — Decentralized architecture avoids single points of 
failure. Data remains in national or organizational control, supporting digital 
sovereignty amid geopolitical tensions. 

●​ Innovation enablement — Private sector integration opens doors to public-private 
data ecosystems, powering applications in health, mobility, and finance while 
respecting privacy. 

Challenges remain, including performance overhead from security layers, legacy 
system integration, varying national legal frameworks, and ensuring equitable adoption 
across smaller agencies. Performance concerns in some implementations (e.g., 
additional latency from mandatory security) highlight the need for ongoing optimization. 

Emerging Trends and the Road Ahead 

As of 2026, GDXPs are evolving toward deeper integration with AI, synthetic data 
generation for safe analytics, and advanced identity management. Trends include: 

●​ Federated learning and privacy-preserving technologies for collaborative insights 
without raw data sharing. 

●​ Expanded cross-border data spaces (building on EU OOTS and Nordic models). 
●​ Modular, cloud-native deployments that allow incremental modernization rather 

than big-bang replacements. 
●​ Stronger emphasis on ethical governance, including transparent auditability and 

citizen data dashboards showing exactly how their information is used. 

Future GDXPs will likely emphasize "data as a service" with standardized APIs, 
real-time event-driven exchanges, and hybrid on-premise/cloud models. The goal 
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extends beyond efficiency to building trustworthy digital public infrastructure (DPI) that 
underpins resilient societies—enabling everything from crisis response to personalized 
public services. 

Governments adopting this integrated approach move from reactive bureaucracy to 
proactive, user-owned digital ecosystems.  

The Once-Only Principle, powered by platforms like X-Road and fortified by blockchain 
integrity, is not merely a technical upgrade; it is a reimagination of the social contract 
between state and citizen in the digital age.  

Nations that invest in these foundational layers today will lead in public service 
innovation tomorrow, delivering measurable savings, higher trust, and genuinely 
seamless governance. 
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