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and Fundamental Rights |
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Digital Sovereignty e Human-Centric Values \
& Competitiveness & Fundamental Rights

(Eurc:pe is forging a ‘Third WHYN
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5 i E In global tech—aggressively
{ r_l } pursuingA!-Firiven ecaqomic X)@
competitiveness while
N-._o..--"

building the world’s strictest
\fundamental rights guardrailsj

- Gaia-X Data Spaces - The Al Act
- 2030 Digital Decade Targets - GDPR / EU DPR
- IMF Al Productivity Gains @ Declaration on Digital Rights/
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Digital Infrastructure Digital Public Services

10,000 highly secure edge 100% digital governance,
nodes for low-latency, including universal access
sovereign data. to e-IDs.

Business Digitalisation Digital Skills

Mass adoption of Al and Scaling digital literacy
Cloud technologies among 40% and expanding the pool
European SMEs. of Al experts.
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Al Productivity Gains
by Knowledge Sector
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43.0%
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The Productivity
mperative

GenAl offers up to 40-55% faster task
completion for knowledge workers.
For an aging European workforce, this
IS @ non-negotiable lever for global
economic competitiveness.
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Building Sovereignty: The Gala-X Framework

The Danube Release
(Nov 2025):

Federates trust across
diverse geographic and
domain ecosystems.

Sovereign Data Spaces:
Enabling interoperable
data sharing for industry
while retaining strict
regional sovereignty.
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Health
Data
Space
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Energy Data
Space

The Trust = Mobility
Framework 3.0 DEVE!
&j Space
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N
“Data does not flow on rainbows.” |
Interoperable, federated data spaces provide

L the foundational fuel for Europe's AI ambitions
b

outside centralized, non-EU clouds.
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The Digital Rulebook
Ecosystem.

A unified, interlocking
regulatory architecture
designed to shape the
digital economy
according to European
values.
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Deep Dive: The Al Act Risk Matrix

5

Risk Pyramid Matrix —
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Unacceptable Risk (Banned)
@ Subliminal manipulation, social scoring, real-time

biometric identification in public spaces.

I S e | ) e g e

High Risk (Strict Compliance)

Border control (ETIAS), biometric ID, law enforcement,
employment sorting. Requires fundamental rights impact
assessments, human oversight, and data quality checks.

Limited Risk (Transparency)

lllll

Chatbots, deepfakes, Al-generated texts of public interest,
Requires clear labeling and user disclosure.

Minimal Risk (No Obligations)

Spam filters, standard video games.
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Governing General-Purpose Al (GPAI)

Standard GPAI Systemic Risk GPAI

- Maintain up-to-date technical - Models exceeding massive
documentation (Annex XI). computational thresholds (e.g., 10/%5

- Comply with EU copyright law and FLOPs).

rightsholder reservations. - Requires adversarial testing
(red-teaming).

- Mandatory tracking and reporting of

- Publish comprehensive public

] summaries of training data sources.

serious incidents.

-| Note on Fine-Tuning: Downstream modifiers only become liable as new providers if

their fine-tuning significantly changes the model’s generality or systemic risk.
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The Source Code of EU Tech Policy
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“The European Declaration on Digital Rights
and Principles for the Digital Decade” e i

4 ~N
Signed by the Parliament, Council, and Commission. While it is a
non-binding political commitment, it serves as the ultimate interpretive
guide. It dictates that human dignity, freedom of choice, and

protection from algorithmic discrimination must dictate how the Al Act,

D i g ita I G OV- n etwo rk LGDPH’ and DSA are enforced in practice. .
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The Crucible: Al in EU Border Survelllance

[f I 2
How does human-centric regulation survive in

high-stakes security environments? The EU'’s

integrated border management—spearheaded

— by Frontex and eu-LISA—is rapidly deploying

biometric matching systems, aerial drone

surveillance (EUROSUR), and algorithmic risk

assessments.

& | | 4
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A €1.5 billion investment in border IT pushes

the limits of fundamental rights, testing

whether the ‘Digital Blueprint’ actually protects

vulnerable individuals. >
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ETIAS: The Friction Point of Al & Human Review
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97%
~ N Auto-Approved

o ¥ o

Data Algorithmic u—@-ﬂ
Submission Pre-Screening ¢ =

1.4 billion travelers ETIAS compares data Friction

from 60 visa-exempt against Europol and Point
countries submit Frontex-defined risk

personal data criteria (age, sex,
nationality, education,

occupation)
o \

Instantly verified

3% Flagged for
Manual Review

Potential security/migration risks
flagged for human-in-the-loop

verification by National Units
to safeguard against purely
automated profiling (per
Article 22(3) GDPR).
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Privacy & Data
Protection
(Art 7 & 8 CFR)

Interoperable databases
blur the lines between
immigration control and
law enforcement.
Automated risk
assessments stretch the
“purpose limitation”
principle to its breaking
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Algorithmic
Discrimination
(Art 21 CFR)

ETIAS algorithms rely on

protected demographics
(nationality, age, sex) to

predict risk, requiring
intense manual review
review to prevent
systemic bias and false
positives.
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Substantive Rights
& Asylum
(Art 18 CFR)

Al-powered aerial drone
surveillance (EUROSUR)
facilitates detailed
situational pictures that
have indirectly supported
unlawful maritime
pushbacks, violating the
principle of

non-refoulement.
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Al Act

| B

GDPR / EU DPR

o, |

>—++ Focus & Legal
—  Basis

Product safety and market
surveillance (Article 114 TFEU)

Protection of personal data
and individual privacy rights

[ [

Mechanism of
Control

Ex-ante conformity
assessments, technical
documentation, high-risk
provider obligations

Right to explanation, strict
limits on automated decision-
making

The Governance Gap: The Al Act lacks a direct individual right to an effective judicial
remedy against deployers. Victims of discriminatory border Al must rely primarily on

their rights as “data subjects” under the GDPR to fight complex algorithmic decisions.
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] Data Al Market
| *’l‘x Protection Surveillance
i (EU DPR / GDPR (Al Act conformity

enforcement) assessments)

The EDPS
O (European Data
— Protection
Supervisor)

Advisory & Innovation

(Al Board Observer &
Regulatory Sandboxes)

|| < ]

Double-Hatting the Ecosystem: The EDPS emerges as the ultimate arbiter for EU institutions
(like Frontex). By wielding both data privacy enforcement powers and new Al market surveillance
authority, the EDPS is the institutional mechanism designed to enforce the 'human-centric' mandate
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Looking to 2030: Reconciling the Dilemma
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Sovereign Infrastructure Comprehensive Regulation The Enforcement Test
True digital sovereignty The Al Act and the Digital The ultimate success of
requires physical, federated Omnibus create a rigid but 'Europe 4.0' depends not on
data spaces (Gaia-X) to transparent framework. The drafting laws, but on
... | process the next generation of distinction between systemic practically enforcing
Al workloads without relying GPAI and specialized high- fundamental rights in high-
on foreign entities. risk systems dictates the stakes environments like
compliance landscape. state-level border surveillance. [=
I_\ET | | J/ \. P \. J
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