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Building National Digital Sovereignty at the 
Intersection of Sovereign AI, Digital Public 
Infrastructure, and Blockchain Digital Identity 

 
Executive Summary 

SNI combines Sovereign AI, Digital Public Infrastructure and Blockchain Identity. Locally 
hosted AI ensures national control over intelligence and data, while blockchain provides 
the decentralized trust layer for identity, consent, and auditability.  

This combination reduces risks of foreign surveillance or vendor lock-in, enables 
citizen-centric services, and supports secure innovation at scale.  

SNI positions governments to actively shape and govern the emerging Agentic 
Economy, where autonomous AI agents act as economic participants, trading on behalf 
of citizens and organizations. 
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Building Sovereign Nation Infrastructure: 
Key Insights and Strategic Frameworks 
Executive Summary 

Digital sovereignty has evolved from a regulatory aspiration into a critical requirement 
for national security, economic resilience, and cultural preservation. In the "algorithmic 
age," reliance on foreign, centralized cloud architectures introduces existential risks, 
including data privacy breaches, algorithmic bias, and supply-chain vulnerabilities. To 
mitigate these risks, nations are shifting from a model of "renting" computational 
intelligence to owning and governing sovereign digital assets. 

True digital sovereignty requires a "Sovereign-by-Design" architectural blueprint that 
integrates three transformative paradigms: Sovereign AI, Digital Public Infrastructure 
(DPI), and Blockchain-based Digital Identity. This briefing outlines the transition 
toward a decentralized, resilient ecosystem where sovereignty is a mathematically 
enforceable property. Key takeaways include: 

●​ Architectural Sovereignty: Sovereignty must be built into the technology stack 
through rigid constraints, moving beyond mere data localization. 

●​ Decentralized Identity: Moving from centralized "honeypots" to Self-Sovereign 
Identity (SSI) using W3C standards (DIDs and Verifiable Credentials). 

●​ Computational Autonomy: Investing in localized GPU neoclouds and 
hardware-based Confidential Computing (TEEs) to protect data during 
processing. 

●​ Modular Intelligence: Implementing the DPI-AI Framework, which uses "AI 
Blocks" and "DPI Workflows" to ensure human-overseen, governed public 
services. 

●​ Verifiable Trust: Utilizing Zero-Knowledge Machine Learning (zkML) and the 
Model Context Protocol (MCP) to verify AI execution without compromising data 
privacy. 

-------------------------------------------------------------------------------- 

The Geopolitical Context of Digital Sovereignty 
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The global drive for sovereign infrastructure is fueled by divergent yet complementary 
strategies across major geopolitical spheres: 

●​ Europe: Pushing for "tech sovereignty" to reduce dependence on U.S. 
hyperscalers (which currently control over 70% of the EU cloud market). The 
strategy leverages public procurement—approximately €2.6 trillion annually—to 
favor "Made in Europe" technologies. 

●​ The Middle East and Gulf Region: Leveraging sovereign capital, energy 
resources, and geographic positioning to integrate data centers with energy grids 
and semiconductor supply chains. 

●​ The "Tier 4" Capability Trap: A critical strategic objective is avoiding a scenario 
where a state relies entirely on external compute for workloads that cannot be 
rebuilt domestically during a disruption. 

-------------------------------------------------------------------------------- 

Sovereign-by-Design Reference Architecture 

Sovereignty is defined as a combination of controllability, autonomy, and verifiability 
across the entire technology stack. The "Sovereign-by-Design" model organizes 
infrastructure into four primary layers of enforcement: 

Architectural 
Layer 

Core Purpose Enforced Constraints 

Blockchain 
Trust 

Immutable evidence and 
provenance. 

Non-repudiation, tamper resistance, 
and supply-chain traceability. 

Data 
Governance 

Independent sensitive 
information lifecycle. 

Strict data residency, granular access, 
and data lineage tracking. 

Sovereign AI 
Lifecycle 

Governance of training 
and deployment. 

Approved models only, reproducible 
evaluations, and leakage controls. 
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Application & 
Services 

Public service delivery to 
users/agents. 

Policy bypass prevention and 
component replaceability. 

-------------------------------------------------------------------------------- 

Layer 1 & 2: Foundational Trust and Interoperability 

Self-Sovereign Identity (SSI) 

Sovereign infrastructure replaces centralized databases with SSI frameworks, giving 
individuals cryptographic control over their identities. 

●​ The Trust Triangle: Comprises Issuers (agencies), Holders (citizens with digital 
wallets), and Verifiers (service providers). 

●​ Selective Disclosure: Allows citizens to prove attributes (e.g., age) without 
revealing full personal data. 

●​ Bhutan Case Study: The Kingdom of Bhutan’s National Digital Identity (NDI) 
system anchors identities on a public blockchain (Ethereum), while personal data 
remains encrypted on user devices. Over 230,000 citizens use the system, which 
includes biometric liveness verification to ensure human presence. 

Standardized Identity Protocols 

Interoperability is maintained through global standards: 

●​ W3C DIDs & Verifiable Credentials: Portable, network-independent identity and 
secure attribute schemas. 

●​ OpenID4VCI: API standards for secure credential issuance to wallets. 
●​ ISO/IEC 18013-5 (mDL): Standards for mobile driving licenses. 

Decentralized Data Exchange 

Estonia’s X-Road model serves as the standard for decentralized data exchange, 
utilizing federated data silos to prevent single-point failures. 

●​ KSI Blockchain: A "Keyless Signature Infrastructure" developed by Guardtime 
provides a quantum-immune, permissioned ledger for data integrity. 

●​ Scalability: KSI can sign exabyte-scale data (1,000 petabytes per second) using 
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irreversible one-way hash functions, ensuring that no customer data leaves the 
premises. 

-------------------------------------------------------------------------------- 

Layer 3 & 4: Sovereign Compute and Confidentiality 

GPU Neoclouds 

Nations must build proprietary AI hardware infrastructures. Examples include Canada’s 
Sovereign AI Compute Infrastructure (SCIP) and SoftBank’s sovereign neocloud in 
Japan. 

●​ Technical Specifications: Architectures rely on high-performance accelerators 
(NVIDIA Blackwell/GB200), high-speed interconnects (NVLink), and advanced 
networking (BlueField-3 DPUs) to maintain a unified logic block. 

●​ Efficiency: Systems are designed for >99% sustained GPU utilization with lower 
energy draw. 

Confidential Computing 

Hardware-based Trusted Execution Environments (TEEs) protect "data in use" by 
creating cryptographic enclaves within processors. 

●​ Rack-Scale Isolation: Modern implementations like NVIDIA’s NVL72 create a 
unified security domain across 72 GPUs and 36 CPUs, protecting training data 
and model weights throughout the AI lifecycle. 

●​ Zero-Trust: Continuous device attestation ensures that sovereignty is enforced 
at the silicon level. 

-------------------------------------------------------------------------------- 

Layer 5: The DPI-AI Framework 

The DPI-AI framework, codified by the Center for Digital Public Infrastructure (CDPI), 
modularizes intelligence into governable components: 

1.​ AI Blocks: Discrete, reusable functions (e.g., translate(), ocr_extract(), 
eligibility_verify()). 
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○​ India’s BHASHINI: An open-source Voice AI framework (VoicERA) that 
bridges linguistic divides, achieving a 40% performance improvement by 
migrating to indigenous cloud infrastructure. 

2.​ DPI Workflows: The orchestration layer (authored in YAML) that combines AI 
blocks with identity and payment rails. 

○​ Constraint: Workflows encode human-in-the-loop oversight. 
Low-confidence AI outputs are automatically routed to human 
caseworkers. 

3.​ Public Agents: Conversational interfaces (Small Language Models) that 
interpret citizen intent (e.g., voice notes) and trigger specific workflows. 

Strategic Readiness Archetypes 

Nations are categorized by their digital maturity to calibrate AI integration: 

●​ The Pioneer: Strong DPI and early AI adoption (High Tech/Gov scores). 
●​ The Builder: Focuses on reusable AI Block libraries. 
●​ The Reformer: High governance but lagging technical infrastructure. 
●​ The Leapfrogger: High tech connectivity but nascent governance (risk of 

unregulated AI). 

-------------------------------------------------------------------------------- 

Layer 6 & 7: Verifiable and Agentic Intelligence 

Zero-Knowledge Machine Learning (zkML) 

zkML allows for the mathematical verification of AI outputs without exposing sensitive 
input data or proprietary model weights. 

●​ Strategic Use: Enables confidential medical diagnostics and fraud detection in 
decentralized finance. 

●​ Client-Side Execution: Frameworks like Rarimo and Bionetta are bringing zkML 
proof generation to standard smartphones. 

The Model Context Protocol (MCP) and KYA-OS 

As AI evolves into autonomous agents, standardized interoperability is required. 
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●​ MCP: Developed by Anthropic as a "USB-C for AI," standardizing how agents 
connect to data, tools, and prompts. By 2026, it saw unprecedented enterprise 
adoption. 

●​ KYA-OS (Know Your Agent): Adds an identity layer to MCP. Agents carry 
cryptographically verifiable identities anchored to DIDs. 

●​ Verifiable Delegation: Citizen authorization is represented as a tamper-evident 
Verifiable Credential with a defined operational scope. 

-------------------------------------------------------------------------------- 

Procurement Reform and Implementation 

A transition to sovereign infrastructure requires a shift from monolithic, single-vendor 
platform contracts to an agile, modular procurement model: 

1.​ Prioritize Base Layers: Invest in foundational DPI and cryptographic trust 
(SSI/Blockchain). 

2.​ Secure Hardware: Develop local GPU compute and confidential enclaves. 
3.​ Modular Procurement: Focus on swappable AI Blocks rather than generalized 

autonomy. 
4.​ Institutional Capacity: Build the ability to author and monitor DPI Workflows 

internally. 

Conclusion: Digital sovereignty is achieved when a government can independently 
modify its infrastructure, swap AI models without service degradation, and 
mathematically prove the integrity of every transaction within its jurisdiction. 
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Architecture Design Blueprint: The 
Seven-Layer Sovereign-by-Design 
National Framework 

1. Strategic Context: From Digital Dependency to 
Computational Autonomy 

In the algorithmic age, digital sovereignty has transitioned from a localized regulatory 
concern regarding data residency to a first-class architectural property. As the Lead 
Architect for National Digital Sovereignty, I posit that sovereignty must be established as 
a "programmable" and mathematically enforceable constraint within our national 
systems. We must urgently address the "Tier 4 capability trap"—a scenario where a 
state relies on foreign hyperscalers for critical large-scale workloads that it lacks the 
systemic competence to independently rebuild or sustain in the event of a severe 
geopolitical disruption. 

Currently, nations remain trapped in a model of "renting intelligence." To break this 
cycle, we must utilize our primary lever of power: public procurement. Within the 
European Union alone, the €2.6 trillion in annual public procurement spending 
represents a massive opportunity to mandate the transition from foreign dependency to 
the ownership of sovereign digital assets. Our objective is to shift the national posture 
from passive consumption to the active evolution of infrastructure that is 
"Sovereign-by-Design." 

[!IMPORTANT] Core Architectural Goals 

●​ Controllability: The engineering power to govern the processing, storage, and 
lifecycle of information independent of foreign mediation or corporate mandates. 

●​ Autonomy: The technical capability to independently modify infrastructure, swap 
underlying models, and maintain service continuity without forced vendor lock-in. 

●​ Verifiability: The ability to mathematically prove the integrity of every 
transaction, data flow, and algorithmic output through cryptographic evidence. 

●​ Jurisdictional Security: Ensuring that all digital assets, from silicon to software, 
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are governed strictly by domestic law and national interest. 

This autonomy is not a legal abstraction; it is an engineering requirement that begins at 
the immutable base of the stack: the trust anchor. 

-------------------------------------------------------------------------------- 

2. Layer 1: The Cryptographic Trust Anchor (Blockchain 
& Auditability) 

Establishing a decentralized root of trust is the strategic prerequisite for sovereign 
infrastructure. To eliminate reliance on centralized foreign authorities or potentially 
compromised internal administrators, we require a system that provides immutable 
evidence and provenance for every national event. 

This framework utilizes Keyless Signature Infrastructure (KSI) to establish a 
"Sovereign-by-Design" contract. Unlike traditional PKI, which relies on vulnerable 
asymmetric keys and central secrets, KSI utilizes one-way cryptographic hash functions 
and a synchronous consensus mechanism. This allows for exabyte-scale cryptographic 
tagging with negligible overhead—even if a nation generates 1,000 petabytes of data 
per second, every record can be signed and secured against future quantum threats. 

Traditional PKI vs. KSI Blockchain 

Feature Traditional PKI KSI Blockchain 

Consensus 
Mechanism 

Centralized Authority / Root 
CAs 

Synchronous (Proof-of-Authority) 

Scalability Linear to the number of 
keys 

Linear to time (Independent of 
volume) 

Privacy Often requires data 
ingestion 

Hash-only; data never leaves 
premises 

 

 

DigitalGov.network | Page 10 

https://digitalgov.network/


Security Model Asymmetric Key Pairs 
(Vulnerable) 

One-way Hash Functions 
(Quantum-immune) 

Settlement Time Variable (Dependent on 
CA) 

Guaranteed within one second 

Verification Dependent on CA 
availability 

Network-independent and 
immediate 

So What? Layer: Enforcing Non-Repudiation By implementing KSI, the state ensures 
absolute non-repudiation and tamper resistance. Once a signature is committed, no 
entity—neither external hackers nor the state itself—can manipulate digital records 
undetected. This provides the mathematical foundation required for digital residency 
and e-governance. 

-------------------------------------------------------------------------------- 

3. Layer 2: Decentralized Identity (SSI & Digital Public 
Infrastructure) 

Digital Public Infrastructure (DPI) requires an identity layer that avoids the creation of 
centralized "honeypots" of citizen data. We implement Self-Sovereign Identity (SSI) 
using the "Trust Triangle" of Issuers, Holders, and Verifiers to ensure that privacy is 
maintained through selective disclosure. 

Critical Identity Standards for Sovereign Application 

●​ W3C DIDs: Provides a network-independent mechanism to manage 
cryptographic keys without a centralized registry. 

●​ Verifiable Credentials v2.0: Defines an interoperable attribute schema using 
JSON-LD for machine-verifiable proofs. 

●​ SD-JWT (Selective Disclosure for JWTs): Enables the verification of specific 
attributes (e.g., "Age > 18") without revealing the underlying raw data. 

●​ OpenID4VCI: Standardizes the secure issuance of credentials from government 
agencies to digital wallets. 

●​ W3C Bitstring Status List: Facilitates privacy-preserving, cascading revocation 
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of credentials. 
●​ ISO/IEC 18013-5 & 18013-7: International standards for Mobile Driving Licenses, 

ensuring device-native wallet compatibility. 

So What? Layer: The Bhutanese NDI Case Study The Kingdom of Bhutan’s National 
Digital Identity (NDI) is the global gold standard. It anchors citizen identities on a public 
blockchain—specifically targeting an Ethereum network deployment for late 
2025—while keeping sensitive personal data encrypted in local mobile wallets. By 
pairing public anchors with Biometric Liveness Verification, Bhutan mathematically 
ensures that the entity presenting the ID is a physically present human, creating an 
unbreakable link between digital and physical personhood. 

-------------------------------------------------------------------------------- 

4. Layer 3: Sovereign Interoperability and Distributed 
Data Pipelines 

A sovereign framework must replace central master databases with a federated 
ecosystem of decentralized data silos. This ensures that a single breach cannot 
compromise the entire national data registry. 

We utilize the Estonia X-Road model—an open-source distributed integration 
layer—and integrate it with the KSI blockchain trust anchor. This ensures that every 
data flow is encrypted, transparent, and independent of foreign mediation. 

Enforced Architectural Constraints for Data Governance 

1.​ Strict Residency: Data must physically reside within national borders and 
remain under the exclusive jurisdiction of domestic law. 

2.​ Granular Access Control: Access is restricted to specific, verified identity 
attributes through the Layer 2 SSI framework. 

3.​ Data Lineage Tracking: Every movement, access, or modification of data is 
cryptographically recorded on the KSI ledger for total auditability. 

-------------------------------------------------------------------------------- 

5. Layer 4: Secure Hardware, GPU Neoclouds, and 
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Confidential Computing 

Raw computational power is a primary metric of geopolitical strength. However, 
residency (data-at-rest) is insufficient without "data-in-use" protection. Sovereign AI 
requires hardware-based Trusted Execution Environments (TEEs) to process sensitive 
national datasets. 

We shift from traditional CPU-based isolation to rack-scale confidential computing 
(e.g., NVIDIA NVL72), which creates a unified security domain spanning 72 GPUs and 
36 CPUs connected via NVLink, isolating execution from even the cloud provider's 
hypervisor. 

Sovereign Reference Architecture: Technical Specifications 

Component Technical Specification Sovereign Application 

Compute 
Units 

NVIDIA Blackwell / GB200 
NVL72 

Optimized for compute-intensive LLM 
training 

Networking BlueField-3 DPUs 
(East-West/North-South) 

Dedicated tenant isolation and 
throughput management 

Data 
Storage 

DDN Solutions >99% GPU utilization; 40% lower 
energy draw 

Cloud OS Infrinia AI Cloud OS Automated, multi-tenant 
Kubernetes-as-a-Service 

So What? Layer: From Zettascale to the Edge The scale of this infrastructure is 
massive, exemplified by the Oracle Cloud Infrastructure (OCI) zettascale 
supercomputer utilizing 131,000 NVIDIA GPUs. By deploying these "AI Factories" 
within national borders, a state can process classified data in TEE enclaves that are 
mathematically isolated at the silicon level, ensuring zero-trust security even during 
active model training. 

-------------------------------------------------------------------------------- 
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6. Layer 5: The DPI-AI Framework (Orchestration & Public 
Agents) 

Nations must not grant autonomous AI models direct access to national databases. 
Instead, we utilize the DPI-AI Framework, treating AI as modular "AI Blocks" integrated 
into deterministic DPI Workflows that include human-in-the-loop oversight. 

Categorization of Modular AI Blocks 

Category Capability Examples Sovereign Function 

Foundationa
l 

translate(), 
speech_to_text() 

Basic linguistic accessibility and 
digitization 

Sector-Speci
fic 

eligibility_verify(), 
document_verify() 

Domain-relevant administrative 
automation 

Safeguard bias_check(), 
consent_validate() 

Verification of ethics and 
regulatory compliance 

So What? Layer: The BHASHINI Performance Metric India’s BHASHINI initiative 
proves the efficiency of sovereign AI. By migrating from foreign hyperscalers to the 
indigenous VoicERA stack on local cloud infrastructure, they achieved a 40% 
performance improvement and 20-30% cost savings, while maintaining 99.99% 
uptime for population-scale linguistic services. 

-------------------------------------------------------------------------------- 

7. Layer 6: Verifiable Intelligence (zkML & Algorithmic 
Accountability) 

To resolve the "Paradox of Verification"—proving an AI model was run correctly without 
exposing sensitive data—we utilize Zero-Knowledge Machine Learning (zkML). This 
generates a cryptographic certificate that proves a specific computation was executed 
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faithfully on private inputs. 

zkML Sovereign Use Case Matrix 

Use Case Description 

Confidential Medical 
Inference 

Running diagnostics on private patient data where only the 
verified result is shared. 

Fraud Detection Identifying anomalies in financial systems without 
exposing user transactional histories. 

Algorithmic 
Accountability 

Mathematical proof that a model met accuracy or bias 
thresholds without revealing weights. 

-------------------------------------------------------------------------------- 

8. Layer 7: Agentic Interoperability (MCP & Verifiable 
Delegation) 

As AI Blocks evolve into autonomous agents, they require a universal interface—the 
"USB-C for AI." The Model Context Protocol (MCP) has emerged as this standard. Its 
dominance is evidenced by OpenAI deprecating its proprietary Assistants API in 
favor of MCP in mid-2026, signaling the end of the AI integration standard war. 

To secure this layer, we implement the KYA-OS (Know Your Agent) extension, adding 
identity to MCP. 

Verifiable Delegation Flow 

1.​ Authorization: A citizen authorizes a Public Agent via an OAuth-like flow. 
2.​ Credential Issuance: A Verifiable Credential is issued to the agent with a strict 

operational scope. 
3.​ Operation: The agent reads databases and executes tools via MCP. 
4.​ Verification: DPI services check the agent's DID and Status List to assess 

reputation and trace actions back to a human principal. 
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So What? Layer: Self-Sovereign Decentralized AI Agents (SSD-AA) Under this 
architecture, agents hold their own keys and operate under intent-centric protocols (like 
ERC-4337). This ensures they remain economically and legally accountable at the 
protocol level, rather than being opaque "black box" entities. 

-------------------------------------------------------------------------------- 

9. Implementation Roadmap & Procurement Reform 

Constructing sovereign infrastructure requires the fundamental restructuring of state 
technology procurement, moving away from monolithic foreign vendor contracts. 

The Papua New Guinea (PNG) TechStack Formula 

PNG demonstrates how a nation can leapfrog by using the formula: (Digital 
Government * Digital Public Infrastructure, accelerated by AI) = Sovereign 
Independence Their strategy focuses on shared DPI rails like SevisPass and 
SevisPay, anchored in a locally controlled Sovereign AI Data Centre. 

CDPI Readiness Archetypes & Profiles 

●​ The Pioneer: (High Tech, Gov, and Data scores) - Focused on advanced identity 
and high-tech integration. 

●​ The Builder: (Moderate Tech/Data, Balanced Gov) - Focused on reusable AI 
Block libraries. 

●​ The Reformer: (High Gov, Low Tech capacity) - Strategy outpaces execution. 
●​ The Leapfrogger: (High Tech, Low Gov) - Risk of unregulated "empty shelf AI" 

(using foreign models with no domestic oversight). 

Sovereign Procurement Hierarchy 

1.​ Foundational Trust: Establish SSI, open APIs, and blockchain-anchored audit 
trails. 

2.​ Hardware: Secure local GPU compute and rack-scale confidential enclaves. 
3.​ AI Blocks: Procure open-source, reproducible functional blocks. 
4.​ Workflow Orchestration: Build capacity to author governance via 

machine-readable code. 

Conclusion True digital sovereignty is the technical and institutional capability to 
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independently modify infrastructure and swap models without degrading service. In the 
Algorithmic Age, the state must ensure that the defining intelligence of society—from 
confidential computing at the silicon level to agentic interoperability at the 
interface—remains firmly, transparently, and irrefutably under national jurisdiction and 
citizen control. 
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